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ABSTRACT 

In recent years, Path identifiers (PID) are used as inter domain routing objects in network. However, the PIDs used in existing 

approaches are static, which makes it easy for attackers to launch distributed denial-of service (DDoS) flooding attacks. To 

address this issue, introduce a D-PID, framework that uses PIDs negotiated between neighboring domains as inter-domain 

routing objects. In DPID, the PID of an inter-domain path connecting two domains is kept secret and changes dynamically. 

Security of data which shared in network can be ensured with cryptographic techniques also. DPID mechanism with data secure 

provide more chance to prevent DDoS attacks in network. 

Keyword: Inter-domain routing, Cryptographic techniques security, Distributed denial-of-service (DDoS) attacks, Path 

identifiers (PID). 

1. INTRODUCTION 

Distributed denial of service (DDoS)attack occur when multiple systems flood the bandwidth or resources of a targeted system 

usually one or more web servers .such an attack is often the result of multiple compromised systems(for example ,a botnet) flooding 

the targeted system with traffic. it is very harmful to the internet.it is a malicious attempt to disrupt normal traffic to a web property. 

IP Spoofing is the act of creating an IP packet with a forged source IP address for the purpose of hiding the true source IP address, 

usually for the purpose of launching special types of distributed denial-of-service (DDoS attacks).It is used for launching DDoS to 

mask the sender’s identity by changing the IP address with numbers. 

In recent years, Path identifiers (PID) are used as inter domain routing objects in network. However, the PIDs used in existing 

approaches are static, which makes it easy for attackers to launch distributed denial-of service (DDoS) flooding attacks. In existing 

systems there are two different use cases of PIDs in approaches. In the first case, pathlet routing the PIDs are globally advertised 

[11] As a result, an end user knows the PID(s) toward any node in the network. In the second case, LIPSIN [12] and CoLoR[13] , 

PIDs are only known by the network and are secret to end user. However, keeping PIDs secret to end users is not enough for 

preventing DDoS flooding attacks if PIDs are static.  To address this issue, introduce a D-PID, framework that uses PIDs negotiated 

between neighboring domains as inter-domain routing objects. In DPID, the PID of an inter-domain path connecting two domains 

is kept secret and changes dynamically. Security of data which shared in network can be ensured with cryptographic techniques 

also..DPID mechanism with data secure provide more chance to prevent DDoS attack in network. 

1.1 DPID Design with Data Security 

In D-PID, two adjacent domains periodically update the PIDs between them and used for packet forwarding. Even if the attacker 

tries to get the PIDs to its target and sends the malicious packets successfully, these PIDs will become invalid after a certain period 

and the subsequent attacking will be removed. Moreover, if the attacker tries to obtain the new PIDs to launch DDoS flooding attack 

it not only significantly increases the attacking cost but also makes it easy to detect the attacker.this DPID with data encryption 

provide more security to data throughout their network path. 

The basic functions of cryptography are encryption, decryption and cryptographic hashing. In order to encrypt and decrypt 

messages, the sender and recipient need to share a secret. Typically this is a key, like a password, that is used by the 

cryptographic algorithm. DPID Mechanism with cryptographic techniques provide more security in network .DES(Data encryption 

standard) algorithm one of the cryptographic algorithm used commonly because of its key space without any more running time and 
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it enhance the security of the encryption algorithm, also provide bigger secret-key space and higher encrypting efficiency. There is 

chance of attacking data through key assigned for data .but the proposed system, DPID with data encryption and decryption will 

also detect that type of attack also.for routing the data from source to destination in network through a secure path which means 

attack free.the breadth first search algorithm and detection of attack or checking the behavior of each node is combined. 

1.2 Proposed System Design 

In proposed system mainly four modules are introduced. Firstly, in Nodes Reset module, nodes are created. Nodes IP address and 

Mac Address is retrieved into node creating users system. Each nodes IP address and MAC address is automatically stored in the 

admin system. Created nodes only connected into p2p and sharing the data’s into another nodes. Second,In these modules we will 

find the shortest path into source to destination. First choose any one shortest path .The choose path detect the any botnet means 

choose the another shortest path automatically. Send the data without modified into correct path. Breadth-first search (BFS) is an 

algorithm for traversing or searching tree or graph data structures. Third, in Attacker Module: bots are try to modify your message. 

The attackers IP address and MAC address is identify the modules. Modified message also detect and stored into admin system. 

Last , DES Encryption: The Data Encryption Standard (DES) is a symmetric-key block cipher published by the National Institute 

of Standards and Technology (NIST). DES is an implementation of a Feistel Cipher. It uses 16 round Feistel structure. The block 

size is 64-bit. Though, key length is 64-bit, DES has an effective key length of 56 bits, since 8 of the 64 bits of the key are not used 

by the encryption algorithm (function as check bits only). 

Figure 1 illustrates the Proposed system with detailed view of modules. it is a class diagram of proposed system. In software 

engineering, a class diagram in the Unified Modeling Language (UML) is a type of static structure diagram that describes the 

structure of a system by showing the system's classes, their attributes, operations (or methods), and the relationships among the 

classes. It explains which class contains information. 

 

Fig 1.class diagram of proposed system 

2. CONCLUSION 

This project presented the design of DPID, a framework that dynamically changes path identifiers (PIDs) of inter-domain paths in 

order to prevent DDoS flooding attacks, when PIDs are used as inter-domain routing objects.In DPID, the PID of an inter-domain 

path connecting two domains is kept secret and changes dynamically. Security of data which shared in network can be ensured with 

cryptographic techniques also. DPID mechanism with data secure provide more chance to prevent DDoS attack in network. 
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